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GRAVE ROBBERY:
Identity Theft of the Dead and How to Prevent it
 
 

By Attorney Daniel Purtell
        Even the dead are not safe from the nation’s fastest-growing crime, identity theft. Scam artists and thieves like to target the deceased because it can take longer for fraudulent activity to be detected than if the victim were alive. 
 

How does identity theft occur after death?
        Scammers troll through obituaries and probate files for names and addresses. Then they buy Social Security numbers and other personal data—such as credit histories—of the recently departed for as little as $15 on the Internet.
 

What can a thief do with a deceased person’s private information?
        If the identity of a dead person is stolen, existing accounts can be tapped into and new accounts can be opened to perpetuate fraudulent activities.   The overall goal is to open credit accounts in the name of the dead. If the wrong person can attain the social security number and bank or credit account numbers, the door is opened for a thief to actively pursue opening new accounts. Another likelihood is that the perpetrator might sell the information to individuals with bad credit who will then use the information to buy property and open accounts in the name of the deceased.  If the deadbeats then default on the payments for such credit, their debt appears on the credit history of the dead.
 

What harm could this do to the family of the deceased?
        Although it is not usually the case that surviving family members are held liable for such debt, they may pay a price – in time and money – to unsnarl the credit and bank records of their relatives. Harm might be done to the overall estate of the deceased.
 

What can be done to avoid the problem?
        
Avoid Probate at time of disability and death. The easiest way for someone to get access to information on the deceased is through the court records that are typically filed during a formal probate proceeding. The use of trusts and non-probate asset transfers and overall disability planning must be reviewed and utilized. This should be addressed with an estate planning attorney.
 

      
Keep the obituary short and sweet. Do not include details such as day and month of birth (use only the year) or addresses. Aside from preventing identity theft, a thief might actually seek to visit the house while a loved one is interred or during funeral services when typically no one is home to protect information. 
 

       
Notifying important financial contacts of the death. The family should put together a list of the person’s accounts. They should then contact those companies (banks, investment companies, credit card companies, mortgage lenders) and make them aware that the person has passed away. Credit companies should be advised to close all accounts with open credit lines. These companies might require a death certificate; so many copies should be obtained.
 

       
Obtaining a credit report/Mail death certificates to the Credit Bureaus. All three major credit bureaus (Equifax, Experian, TransUnion) should be notified of the death and given a copy of the death certificate. By obtaining a credit report within several weeks of the death, the family can ensure that there has been no suspicious activity. The credit report can be free of charge in most circumstances.
 

        
Notifying the Social Security Administration. 
       
This should be done even if the decedent was not receiving Social Security benefits.
 

       
Notifying the Department of Transportation. 
        
The goal here is to cancel the driver’s license and therefore prevent fraudulent duplicates from being issued.
 

What should I do if I discover someone has stolen my loved one’s identity?
If identity theft has occurred, promptly report it to the police, the credit bureaus, all credit card issuers and the Attorney General’s Office. 
 

        
The very best defense to this growing problem is proactive estate and financial planning prior to death or disability.
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